CS6218. Principles of

Programming Languages &
Software Engineering

Week 3: SQLancer and test oracles for
logic bugs in database systems
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Last Lecture

» Manual/unit testing, code coverage, mutation testing

» Test oracles: Differential testing, metamorphic testing, property-
based testing, intramorphic testing

» Test case generation: generational vs. mutational, automated
testing vs fuzzing

» Test case reduction and deduplication



Last Lecture: Automated Testing

» Automation of test case generation and the test oracle

Test Case ma || Test Oracle




Last Lecture: Differential Testing

Query
Generator




Last Lecture: Differential Testing

DBMSspecific 0 w prédved to be extremely
SQL useful,but only for thesmall
set of common SQL




Last Lecture: Metamorphic Testing

Metamorphic Testing

0
Oracle
P < for each
_________ other
, 0'

Derived follow-up input



This Lecture

» State-of-the-art techniques implemented in SQLancer

» Focus: test oracles for finding logic/correctness bugs in
database systems

» Can we do better than differential testing?



SQLancer
12? 968 stars % 148 forks

& SQLANCER

https://github.com/sglancer
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SQLancer

= Maven

Java

$ git clone https://github.com/sqglancer/sglancer
$cd sglancer

$ mvn package - DskipTests

$ cd target

$java -jar sglancer -*jar sqlite3

You can quickliry out SQLanceon the embedded DBMS
SQLite, H2, an®uckDBwithout setting up a connection

V)




Adoption

. » DuckDB ClickHouse

monetdb)
(@ citusdata



Adoption

& Watch + 70 W Unstar 25k % Fork 161

@~ DuckDB

N4 5677.15 AMD64 Bionic SQLancer 40 min 52 sec

v 5677.16 AMD64 Bionic SQLancer (with Address Sanitizer) 24 min 34 sec

DuckDBunsSQLancef
TLP on every pull request
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Adoption

& Watch ~ 605 ¥7 Star  14.5k % Fork 2.9k

ClickHouse

Yandex contributed a TLP
Implementation toSQLance
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Adoption

ClickHouse Sqglancer Test for master

test_run.txt.outlog master Commit TLPWhere.err TLPWhere.out TLPGroupBy.err TLPGroupBy.out TLPHaving.err
TLPHaving.out TLPWhereGroupBy.err  TLPWhereGroupBy.out TLPDistinct.err TLPDistinct.out TLPAggregate.err

TLPAggregate.out logstargz stdoutlog stderrlog Help Task (private network)

Test name Teststatus  Test time, sec.
TLPWhere OK
TLPGroupBy OK
TLPHaving OK

TLPWhereGroupBy OK
TLPDistinct OK

TLPAggregate OK
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Adoption

G2 A 0K ( rSOLafc&an adtoakic DBMS testing
tool, we have been able to identify100 potential
problemsA Yy O2NJ SNJ OF aSa 2F 0KS {v]

mone@

https://www.monetdb.org/blog/fasterrobusterand-feature-richermonetdb-in-2020-and-beyond



Adoption

- chaos-mesh / go-sqlancer ®@Unwatch~ 7 frUnstar | 12 Y Fork | 2

<> Code Issues @ ull requests 2

Actions Projects 2 Wik Security 0 Insights
go-sqlancer
o | o & Watch ~ 1.4k W Unstar  26.8k % Fork 4.2k
-o- 58 commits ¥ 4 branches €01 0 packages © 0 releases A 4 contributors

Branch: master ~ | New pull request

B2 mahjonp rename flags and u

Create new file  Upload files  Find file Clone or download ~
eadme (#50) (= commi 55aa yesterday '
™ cnd rename flags and update readme (#50)

yesterday

I pko rename flags and update readme (#50) yesterday
[ .gitignore

qlsmith 2 months ago

3 Makefile add

PingCAlmplemented

add transformer and support TLP (#48)

i TLP as a tool geglancer
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Adoption

Mining for logic bugs in th€itusextension to Postgres with
SQLancey NazliUgurKoyluoglu

@ TRUE : Teteh all apples wnat ore red.

Fetch all
apples. = @ FALSE : Tetch all apples tat ove NOT red.
@ @'fvj] NULL : Fetdh all apples uhe e color is unknown.
® Watch v 183 Y7 Star 4.5k % Fork 359

@ citusdata

© CopyrightNational Universiy of sngapore. Al s Resenved.— (EE DS - //www. Citusdata.com/blog/2020/09/04/miningfor-logicbugsin-cituswith-sglancer/



Automatic Testing Core Challenges

SQLancer uses a random-generation approach

to automatically generate tests

Generate a
Database

N\

7

Generate a
Query

N\
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Validate the
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Automatic Testing Core Challenges

Generate a
Database

N\

Generate a
Query

N\

NnTest
problem

\.

N\

Validate the
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Finding Logic Bugs in DBMSs

Ternary Logic
Partitioning
hht {[! WH

Non-optimizing
Reference Engine

Construction
9{ 9/ kKC{9

Pivoted Query

Synthesis
h{5L WHnN




Finding Logic Bugs in DBMSs

Non-optimizing
Reference Engine

Construction
9{ 9/ kKC{9

Detecting optimization bug®y
rewriting the query so that it
cannot be optimized




Finding Logic Bugs in DBMSs

Ternary Logic | Partitionl |j dz§ NB Q&| N,

Partitioning
hht {[! WH




Finding Logic Bugs in DBMSs

Generate a query for which it is
ensuredthat a randomlyselected
row, the pivot row, is fetched

Pivoted Query

Synthesis
h{5L WHn




Finding Logic Bugs in DBMSs

Non-optimizing
Reference Engine

Construction
9{ 9/ kKC{9




Goal: Find Optimization Bugs

Optimization bugslogic
bugs in the query optimize
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Motivating Example

t0

cO

-1

CREATETABLEtO(cO UNIQUE);
INSERT INTO t0 VALUES(-1);

SELECT*

FROMO WHERHKO.cO GLOB ' -* ;

?SQLite

https://www.sqlite.org/src/tktview?name=0f0428096f



Motivating Example

t0

0 CREATETABLEtO(cO UNIQUE);
INSERT INTO t0 VALUES(-1);

-1 SELECT* FROMO WHERHKO.cO GLOB ' -* ;

Wi F1*
0
U

https://www.sqlite.org/src/tktview?name=0f0428096f



Motivating Example

TheLIAK\I\E optimizatiomalfunctioned for
nond SEG O2fdzyya | yR|I LI

(@n-N
N
W
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Differential Testing

SELECT* FROMO
WHERHOJ.cO GLOB

1 *! .

-03

-00

?SQLite

Optlmlzer ]

A"

e

?SQLite

Optimizer

NG

—

{




analysis limit
application id

auto vacuum
automatic_index
busy timeout
cache size

cache spill

case sensitive like
cell size check
checkpoint fullfsync
collation_list
compile options
court—changest
data—stere—directeryt
data_version
database list
defaultcaehe—sizel
defer foreign keys
empty—resuit—eatbacks®
encoding

foreign key check
foreign key_list
foreign keys
freelist count

R == e et o = e
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Differential Testing

List Of PRAGMAs

fullfsync

function list

hard heap limit

ignore check constraints

incremental vacuum
index_info

index list

index xinfo
integrity_check
journal mode
journal size limit
legacy alter table
legacy file format
locking_mode
max page count
mmap_size
module list
optimize

page count

page size

parser trace2
pragma list
query_only

quick check

read uncommitted

recursive triggers

reverse unordered selects

schema_ version3
secure delete
shert—columi—ramest
shrink memory

soft heap limit

stats3

synchronous

table info

table xinfo

temp store

threads

trusted schema
user_version

vdbe addoptrace?
vdbe debugz2

vdbe listing2

vdbe tracez

wal autocheckpoint
wal checkpoint
writable schema3

https://www.sglite.org/pragma.html



Differential Testing

PRAGMA case_ sensitive like = boolean ;

DBMSs typically provide only very

limited control over optimizations

https://lwww.sglite.org/pragma.html



Background: Lines of Code (LOC)

1.4 M LOC
PostgreSQL

1.1 M LOC 3.6 M LOC

vCockroach DB

MariaDB




Background: Lines of Code (LOC)

Retrospectivelyadding optionsto disable
optimizations might bempractical




NOREC

ldea:Rewritethe query so that
the DBMSannot optimize it
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|dea

Optimized

Query Optimize k
- p—
Wsorie €1 {}

o[y
Generator
-1

Translation Optimizer
Step > ?SQLite AN\ ) =
Unoptimized
Query

28 gyl (2 -DINBArYST Ay FyREFSNS




Given Query

Consider the following format for the optimized query:

SELECT* FROMO

WHERTp; It is unobvious how we coul
T derive an unoptimized query

t0.cO GLOB ' -*




Insight

First Insight: The predicamust
alwaysevaluate to the same
value, irrespective of its context
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Translation Step (Correct Case)

SELECT* FROMO ?SQLM

WHE

seLeCTp]

FROMO:;

—

?SQLite
—_—

TRUE

p evaluates

]_ to TRUEfor
one row

]- p evaluates
to TRUEfor
one row



Insights

Second Insight: DBMSs focus their
optimizations on reducing the
amount of data that is processed

@



Translation Step

Optimizer
SELECT* FROMO £ /A QUERY PLAN
WHERIP; < * - SEARCH TABLE t0 USING COVERING INDEX
sqlite_autoindex_t0_1 (cO>? AND c0<?)
Optimizer
AN\
SELECTp -— QUERY PLAN

FROMO; *-[scaN TABLE t0




Translation Step

Optimizer

SELECT* FROMO ?SQLite f /A

WHERP;

U

U should
Optimizer contain

one row
SELECTp ?SQLite f\ \

FROMO’ — TRUE




Counting Implementation

Optimizer ;
SELECTCOUN() ?SQLite £ /A
FROMA
WHERBP
Optimizer
SELECTSUNcount) FROM AN
as count

FRONKtables>




