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CS6218. Principles of 
Programming Languages & 
Software Engineering

Week 3: SQLancer and test oracles for 
logic bugs in database systems
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Last Lecture

Manual/unit testing, code coverage, mutation testing

Test oracles: Differential testing, metamorphic testing, property-
based testing, intramorphic testing

Test case generation: generational vs. mutational, automated 
testing vs fuzzing

Test case reduction and deduplication
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Last Lecture: Automated Testing

Automation of test case generation and the test oracle

Test Case Test Oracle
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Last Lecture: Differential Testing

Query 
Generator

RS1 = RS2 = RS3?

RS1

RS2

RS3

U
ґ
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Last Lecture: Differential Testing

DBMS-specific 
SQL

Commo
n SQL 
Core

άώΧϐ proved to be extremely 
useful,but only for the small 

set of common SQLέ
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Last Lecture: Metamorphic Testing
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This Lecture

State-of-the-art techniques implemented in SQLancer

Focus: test oracles for finding logic/correctness bugs in 
database systems

Can we do better than differential testing?
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SQLancer

https://github.com/sqlancer

@sqlancer_dbms
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SQLancer

$ git clone https://github.com/sqlancer/sqlancer
$ cd sqlancer
$ mvn package - DskipTests
$ cd target
$ java - jar sqlancer - *.jar sqlite3

You can quickly try out SQLanceron the embedded DBMSs 
SQLite, H2, and DuckDBwithout setting up a connection
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Adoption
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Adoption

DuckDBruns SQLancer+ 
TLP on every pull request
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Adoption

Yandex contributed a TLP 
implementation to SQLancer
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Adoption
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Adoption

https://www.monetdb.org/blog/faster-robuster-and-feature-richer-monetdb-in-2020-and-beyond

ά²ƛǘƘ ǘƘŜ ƘŜƭǇ ƻŦ SQLancer, an automatic DBMS testing 
tool, we have been able to identify >100 potential 
problems ƛƴ ŎƻǊƴŜǊ ŎŀǎŜǎ ƻŦ ǘƘŜ {v[ ǇǊƻŎŜǎǎƻǊΦέ
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Adoption

PingCAPimplemented 
TLP as a tool go-sqlancer

https://github.com/chaos-mesh/go-sqlancer
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Adoption

Mining for logic bugs in the Citusextension to Postgres with 
SQLancerby NazliUgurKoyluoglu

https://www.citusdata.com/blog/2020/09/04/mining-for-logic-bugs-in-citus-with-sqlancer/
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Generate a 
Database

Generate a 
Query

Validate the 
vǳŜǊȅΩǎ wŜǎǳƭǘ

Automatic Testing Core Challenges

SQLancer uses a random-generation approach

to automatically generate tests 
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Generate a 
Database

Generate a 
Query

Validate the 
vǳŜǊȅΩǎ wŜǎǳƭǘ

Automatic Testing Core Challenges

ñTest oracleò
problem
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Ternary Logic
Partitioning
hht{[! Ψнл

Finding Logic Bugs in DBMSs

Non-optimizing 
Reference Engine 

Construction
9{9/κC{9 Ψнл

Pivoted Query 
Synthesis
h{5L Ψнл
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Finding Logic Bugs in DBMSs

Ternary Logic
Partitioning
hht{[! Ψнл

Non-optimizing 
Reference Engine 

Construction
9{9/κC{9 Ψнл

Pivoted Query 
Synthesis
h{5L Ψнл

Detecting optimization bugs by 
rewriting the query so that it 

cannot be optimized
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Finding Logic Bugs in DBMSs

Ternary Logic
Partitioning
hht{[! Ψнл

Non-optimizing 
Reference Engine 

Construction
9{9/κC{9 Ψнл

Pivoted Query 
Synthesis
h{5L Ψнл

Partitionŀ ǉǳŜǊȅΩǎ ǊŜǎǳƭǘ ǎŜǘ
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Finding Logic Bugs in DBMSs

Ternary Logic
Partitioning
hht{[! Ψнл

Non-optimizing 
Reference Engine 

Construction
9{9/κC{9 Ψнл

Pivoted Query 
Synthesis
h{5L Ψнл

Generate a query for which it is 
ensuredthat a randomly-selected 

row, the pivot row, is fetched
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Finding Logic Bugs in DBMSs

Ternary Logic
Partitioning
hht{[! Ψнл

Non-optimizing 
Reference Engine 

Construction
9{9/κC{9 Ψнл

Pivoted Query 
Synthesis
h{5L Ψнл
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Goal: Find Optimization Bugs

Optimization bugs: logic 
bugs in the query optimizer
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Motivating Example

CREATETABLE t0(c0 UNIQUE);
INSERT INTO t0 VALUES( - 1) ;
SELECT* FROMt0 WHEREt0.c0 GLOB ' - *' ; 

c0

-1

t0

-1

V

https://www.sqlite.org/src/tktview?name=0f0428096f



© Copyright National University of Singapore. All Rights Reserved. 

Motivating Example

CREATETABLE t0(c0 UNIQUE);
INSERT INTO t0 VALUES( - 1) ;
SELECT* FROMt0 WHEREt0.c0 GLOB ' - *' ; 

c0

-1

t0

{}

U

Optimizer

https://www.sqlite.org/src/tktview?name=0f0428096f



© Copyright National University of Singapore. All Rights Reserved. 

Motivating Example

CREATETABLE t0(c0 UNIQUE);
INSERT INTO t0 VALUES( - 1) ;
SELECT* FROMt0 WHEREt0.c0 GLOB ' - *' ; 

c0

-1

t0

{}

U

OptimizerThe LIKE optimizationmalfunctioned for 
non-ǘŜȄǘ ŎƻƭǳƳƴǎ ŀƴŘ ŀ ǇŀǘǘŜǊƴ ǇǊŜŦƛȄ ƻŦ ά-έ

https://www.sqlite.org/src/tktview?name=0f0428096f
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Differential Testing

SELECT* FROMt0
WHEREt0.c0 GLOB ' - *' ; 

-O3

-O0

Optimizer

Optimizer

{}

U
ґ

-1
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Differential Testing

https://www.sqlite.org/pragma.html
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Differential Testing

PRAGMA case_sensitive_like = boolean ;

DBMSs typically provide only very 
limited control over optimizations

https://www.sqlite.org/pragma.html
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Background: Lines of Code (LOC)

PostgreSQL

0.3 M LOC

3.6 M LOC

1.4 M LOC

1.1 M LOC
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Background: Lines of Code (LOC)

PostgreSQL

0.3 M LOC

3.6 M LOC

1.4 M LOC

1.1 M LOC
Retrospectively adding options to disable 

optimizations might be impractical
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NoREC

Idea: Rewrite the query so that 
the DBMS cannot optimize it
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Idea

Query 
Generator

Optimizer

Optimizer

Optimized
Query

Translation 
Step

Unoptimized
Query

U
-1

ґ

{}

²Ŝ ǿŀƴǘ ǘƻ ŎǊŜŀǘŜ ŀ άƴƻƴ-ƻǇǘƛƳƛȊƛƴƎ ǊŜŦŜǊŜƴŎŜ ŜƴƎƛƴŜέ
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Given Query

Consider the following format for the optimized query:

SELECT* FROMt0
WHEREp; It is unobvious how we could 

derive an unoptimized query

t0.c0 GLOB ' - *'
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Insight

First Insight: The predicate p must 
alwaysevaluate to the same 

value, irrespective of its context
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SELECT p
FROMt0; 

Translation Step (Correct Case)

SELECT* FROMt0
WHEREp; -1

p evaluates

to TRUEfor
one row

p evaluates
to TRUEfor
one row

TRUE
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Insights

Second Insight: DBMSs focus their 
optimizations on reducing the 

amount of data that is processed
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Translation Step

SELECT p
FROMt0; 

SELECT* FROMt0
WHEREp; 

QUERY PLAN
` -- SEARCH TABLE t0 USING COVERING INDEX 
sqlite_autoindex_t0_1 (c0>? AND c0<?)

QUERY PLAN
` -- SCAN TABLE t0

Optimizer

Optimizer



© Copyright National University of Singapore. All Rights Reserved. 

SELECT p
FROMt0; 

Translation Step

SELECT* FROMt0
WHEREp; 

TRUE

{}

Result
should
contain
one rowUOptimizer

Optimizer
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Counting Implementation

0

1

ґ

U

SELECTCOUNT(*)
FROMƛ
WHEREp

SELECTSUM(count) FROM(
SELECT p IS TRUE
as count

FROM<tables>
);

Optimizer

Optimizer


